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I. COURSE DESCRIPTION 

 

Computer Repair III is a full year study designed as a course to prepare the student Test 

Out’s Security Pro certification— measures your ability to implement and configure security 

on an array of common devices, including a Microsoft Server, Cisco Network Security 

Appliance, Cisco Small Business switch, wireless Access Point, workstations (Windows and 

Linux) and an iPad iOS. 

Students of Computer Repair III will study and gain a complete understanding of Access 

Control and Identity Management, Physical Security, Perimeter Defense, Network Defense, 

Host Defense, Application Defense, Data Defense, Audits and Assessments. 

 

 

II. Outline of Course 

PCTI Curriculum Unit 1 Planner 



 

Content Area: Computer Repair III 

 

Grade(s) 11 

Unit Plan Title: Data Integrity 

 
Time Frame 10 Weeks 

Standard(s) Addressed 

 
9.1.12.A.1, 9.1.12.A.2, 9.1.12.C.4, 9.1.12.F.1, 9.1.12.F.2 
9.3.12.C.2, 9.3.12.C.4, 9.3.12.C.5, 9.3.12.C.6, 9.3.12.C.8, 9.3.12.C.11, 9.3.12.C.12, 9.3.12.C.20, 
9.3.12.C.23, 9.3.12.C.24 
9.4.12.K.4, 9.4.12.K.5, 9.4.12.K.8, 9.4.12.K.15, 9.4.12.K.16, 9.4.12.K.22, 9.4.12.K.25, 9.4.12.K.26, 
9.4.12.K.28, 9.4.12.K.29, 9.4.12.K.36, 9.4.12.K.39, 9.4.12.K.41, 9.4.12.K.42, 9.4.12.K.43, 
9.4.12.K.45, 9.4.12.K.46, 9.4.12.K.47, 9.4.12.K.48, 9.4.12.K.54, 9.4.12.K.58, 9.4.12.K.60, 
9.4.12.K.61, 9.4.12.K.62, 9.4.12.K.63, 9.4.12.K.68, 9.4.12.K.70, 9.4.12.K.71 
 
WHST.11-12.1.D. WHST.11-12.1.E, WHST.11-12.2.A,WHST.11-12.2.D, WHST.11-12.4,WHST.11-
12.10 
 
RST.11-12.1. RST.11-12.2, RST.11-12.3, RST.11-12.4, RST.11-12.5, RST.11-12.6, RST.11-12.7. 
RST.11-12.8, RST.11-12.9, RST.11-12.10 

Essential Questions (3-5) 

1. What challenges do a security professional face?  
2. What are the three main goals of the CIA of Security?  
3. What are key components of risk management?   
4. What is access control and why is it important? 
5. What is the difference between authentication and identification? 
6. What types of objects are considered security principals? 
7. What is a legitimate use of steganography?  

 

Anchor Text(s) 

Mike Meyers' CompTIA Security+ Certification Guide (Exam SY0-401) (Certification Press) 

Informational Texts (3-5)  

 

 • Web Articles 
 
Heart bleed Security breeches 
 
Cia Security Standards 
 
Hidden Messages in Terrorist Computers 
 

 Labsim -Test out 

http://www.itworldcanada.com/post/heartbleed-lessons-for-security-professionals
http://www.techrepublic.com/blog/it-security/the-cia-triad/
http://arstechnica.com/business/2012/05/steganography-how-al-qaeda-hid-secret-documents-in-a-porn-video/


 

 
Labsim  - Security Overview (1 article) 
Labsim - Access Control and Identity Management (3 articles) 
Labsim - Cryptography (2 articles) 

 

Expected Proficiencies/Career and Life Skills 

 Show how “Heart bleed” has shown flaws in the rfc procedure. 

 Build a knowledge base of common computer problems 

 Research the jobs available to security professionals 

Writing Assessments (1-3) 

 Write a paper on why the open source nature of ssl lead to the heart bleed breech. 

 Choose a type of stenography and write an essay with examples of how it works and 

positive and negatives uses of it.  

 Writing lab reports 

 Writing evaluation reports 

Resources  

 Testout’s LabSim 

 Blackboard 

 PowerPoint 

 Microsoft Word 

 Instructional Videos 

 Wikis 

 Total Seminars Practice Exam software 

 Career search engines (i.e. Careerbuilder) 

 Knowledgebases 

 Technical forums 

 Adobe Encore 

 Microsoft Visio 

 

 

 

 

 

 

 

 

 

 

 



 

 

PCTI Curriculum Unit 2 Planner 

Content Area: Computer Repair III 

 

Grade(s) 11 

Unit Plan Title: 
Hardware Network Security 

 
Time Frame 10 Weeks 

Standard(s) Addressed 

9.1.12.A.1, 9.1.12.A.2, 9.1.12.A.4, 9.1.12.C.4 
9.3.12.C.2, 9.3.12.C.4, 9.3.12.C.8, 9.3.12.C.11, 9.3.12.C.12, 9.3.12.C.19, 9.3.12.C.20, 9.3.12.C.23, 
9.3.12.C.24 
9.4.12.K.17, 9.4.12.K.25, 9.4.12.K.26, 9.4.12.K.28, 9.4.12.K.29 
 
WHST.11-12.1.D. WHST.11-12.1.E, WHST.11-12.2.A,WHST.11-12.2.D, WHST.11-12.4,WHST.11-
12.10 
 
RST.11-12.1. RST.11-12.2, RST.11-12.3, RST.11-12.4, RST.11-12.5, RST.11-12.6, RST.11-12.7. 
RST.11-12.8, RST.11-12.9, RST.11-12.10 

Essential Questions (3-5) 

1. What is Social Engineering?  
2. What does functional design entail? 
3. How would you evaluate perimeter defense systems? 
4. What is a good security policy? 
5. What devices can be used the maximize perimeter defense and lessen data loss 
 

Anchor Text(s) 

Mike Meyers' CompTIA Security+ Certification Guide (Exam SY0-401) (Certification Press) 

Informational Texts (3-5)  

 Web Articles 
 
How I lost my $50,000 twitter account? 
 
Internet Surveillance 
 
How to “friend” anyone on facebook in 24 hours. 
 
Security at the edge 
 
Labsim - Test out 
Labsim - Policies, Procedures, and Awareness (2 Articles) 
Labsim - Physical Security (1 article) 
Labsim  - Perimeter Defenses  (2 articles) 

http://arstechnica.com/security/2014/01/how-i-lost-my-50000-twitter-username/
http://arstechnica.com/security/2014/06/what-the-nsa-or-anyone-can-learn-about-you-from-internet-traffic/
http://arstechnica.com/tech-policy/2011/11/researcher-shows-how-to-friend-anyone-on-facebook-within-24-hours/
http://www.itsecurity.com/features/security-edge-020408/


 

 
 

Expected Proficiencies/Career and Life Skills 

 Show how social engineering has changed network security. 

 Design a defense system for a hypothetical building 
 

Writing Assessments (1-3) 

 Written report on why social engineering is the most dangerous type of hacking 

 Research on what devices are considered a part of external and internal perimeter 
defense systems. Then create a chart to compare and contrast them. 

 Writing lab reports 

 Writing evaluation reports 
 

Resources  

 Testout’s LabSim 

 Blackboard 

 PowerPoint 

 Microsoft Word 

 Instructional Videos 

 Wikis 

 Total Seminars Practice Exam software 

 Career search engines (i.e. Careerbuilder) 

 Knowledgebases 

 Technical forums 

 Adobe Encore 

 Microsoft Visio 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

PCTI Curriculum Unit 3 Planner 

Content Area: Computer Repair III 

 

Grade(s) 10 

Unit Plan Title: Software Network Security Time Frame 10 Weeks 

Standard(s) Addressed 

9.1.12.A.1, 9.1.12.A.4, 9.1.12.C.4, 9.1.12.E.2, 9.1.12.E.4, 9.1.12.F.4 

9.3.12.C.2, 9.3.12.C.4, 9.3.12.C.8, 9.3.12.C.11, 9.3.12.C.12, 9.3.12.C.20, 9.3.12.C.23, 9.3.12.C.24 

9.4.12.K.20, 9.4.12.K.25, 9.4.12.K.26, 9.4.12.K.28, 9.4.12.K.29, 9.4.12.K.72, 9.4.12.K.78, 

9.4.12.K.80, 9.4.12.K.(1).1, 9.4.12.K.(1).2, 9.4.12.K.(1).3, 9.4.12.K.(1).4, 9.4.12.K.(1).5, 

9.4.12.K.(1).6, 9.4.12.K.(2).5 

 

WHST.11-12.1.D. WHST.11-12.1.E, WHST.11-12.2.A,WHST.11-12.2.D, WHST.11-12.4,WHST.11-
12.10 
 
RST.11-12.1. RST.11-12.2, RST.11-12.3, RST.11-12.4, RST.11-12.5, RST.11-12.6, RST.11-12.7. 

RST.11-12.8, RST.11-12.9, RST.11-12.10 

Essential Questions (3-5) 

1. How do you configure network devices? 
2. Why are Gpos important to security management? 
3. How would you secure common web applications? 
4. What are the types of malware, viruses, and worms? 
5. What way would you design proper intrusion monitoring and prevention? 
 

Anchor Text(s) 

Mike Meyers' CompTIA Security+ Certification Guide (Exam SY0-401) (Certification Press) 

Informational Texts (3-5)  

 Web Articles 
 
Group Policies 
 

 Pdf articles 
 
Malware and Virus attacks 
 

http://en.wikipedia.org/wiki/Group_Policy


 

Basic Router Configuration  
 
Securing your web browser 
 

 Labsim 
 
Labsim - Network Defenses (1 article) 
Labsim - Host Defenses (2 articles) 
Labsim - Application Defenses (2 articles) 

Expected Proficiencies/Career and Life Skills 

 Configure security on network devices 

 Create and eliminate different types of viruses, Trojans and worms 

 Create and manage Gpo’s in a windows environment 

Writing Assessments (1-3) 

 Writing lab reports 

 Writing evaluation reports 

 Choose a common web application and write about its vulnerabilities and how to 
protect against them 

 Write an instruction manual on basic router/switch configuration. 

Resources  

 Testout’s LabSim 

 Blackboard 

 PowerPoint 

 Microsoft Word 

 Instructional Videos 

 Wikis 

 Total Seminars Practice Exam software 

 Career search engines (i.e. Careerbuilder) 

 Knowledgebases 

 Technical forums 

 Adobe Encore 

 Microsoft Visio 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

PCTI Curriculum Unit 4 Planner 

Content Area: Computer Repair III 

 

Grade(s) 10 

Unit Plan Title: 
Security Assessments and Auditing   Time Frame 

10 

Weeks 

Standard(s) Addressed 

9.1.12.A.1, 9.1.12.A.4, 9.1.12.B.3, 9.1.12.C.4 

9.3.12.C.2, 9.3.12.C.4, 9.3.12.C.8, 9.3.12.C.11, 9.3.12.C.12, 9.3.12.C.20, 9.3.12.C.23, 9.3.12.C.24 

9.4.12.K.7, 9.4.12.K.21, 9.4.12.K.22, 9.4.12.K.25, 9.4.12.K.26, 9.4.12.K.27, 9.4.12.K.28, 

9.4.12.K.29, 9.4.12.K.66, 9.4.12.K.67, 9.4.12.K.68, 9.4.12.K.73, 9.4.12.K.74, 9.4.12.K.76, 

9.4.12.K.77, 9.4.12.K.79 

9.4.12.K.(2).1, 9.4.12.K.(2).2, 9.4.12.K.(2).3, 9.4.12.K.(2).4, 9.4.12.K.(2).6, 9.4.12.K.(2).7, 

9.4.12.K.(2).8, 9.4.12.K.(2).9, 9.4.12.K.(2).10 

 

WHST.11-12.1.D. WHST.11-12.1.E, WHST.11-12.2.A,WHST.11-12.2.D, WHST.11-12.4,WHST.11-
12.10 
 
RST.11-12.1. RST.11-12.2, RST.11-12.3, RST.11-12.4, RST.11-12.5, RST.11-12.6, RST.11-12.7. 

RST.11-12.8, RST.11-12.9, RST.11-12.10 

 

Essential Questions (3-5) 



 

1. What is cloud computing? 
2. What are the features of redundancy through various backup methods? 
3. How would you monitor a network? 
4. How would you manage and track events on a network 
5. What is the importance of file encryption? 

Anchor Text(s) 

Mike Meyers' CompTIA Security+ Certification Guide (Exam SY0-401) (Certification Press) 

Informational Texts (3-5) [career-related readings; journal articles, books, etc] 

 Pdf Articles 
 
Future of Cloud Computing 
 
Network Management tools 
 
How file encryption has changed data 
 
Why should you do backups and which ones 

 Labsim 
 
Labsim - Data Defenses (2 articles) 
Labsim - Assessments and Audits (2 articles) 
 

Expected Proficiencies/Career and Life Skills 

 Configure proper backups for servers and network devices 

 Use logs to monitor and detect problems on a network 

 Encrypt and decrypt different system files from multiple operating systems 

Writing Assessments (1-3) 

 Writing lab reports 

 Writing evaluation reports 

 Essay comparing and contrasting different cloud computing paid services 

 Document proper procedure for creating and managing backups in windows 

Resources (software, videos, career exploration-related activities) 

 Testout’s LabSim 

 Blackboard 

 PowerPoint 

 Microsoft Word 

 Instructional Videos 

 Wikis 

 Total Seminars Practice Exam software 

 Career search engines (i.e. Careerbuilder) 



 

 Knowledgebases 

 Technical forums 

 Adobe Encore 

 Microsoft Visio 

 

 

III. Methods of Student Evaluation (assessment and evaluation) 

 

Assessment in a vocational area can be divided into four general categories—formal 

(graded), informal (ungraded), certification, and practical application. 

 

Formal Assessments: 

 Multiple choice quizzes 

 Do Now quizzes 

 Research Simulated Tasks 

 Lab Reports 

 Oral presentations 

 Notebook checks 

 Tests 

 

Some of the informal assessments include, but are not limited to: 

 Daily closure discussion – At the end of each day, the instructor and students discuss the 

day’s topic and provide insight and ask questions 

 Blackboard sharing – Students are always working in groups. At the end of lab time, 

students are to exchange information, project data, lab reports, et al with their group 

members via Blackboard 

 

Certification – The ultimate goal for the end of the year is to acquire certification. Currently, 

Computer Repair students will be taking the Security Pro certification provided by TestOut 

Corporation.  

 

Practical application is the most important component to any vocational area. It demonstrates 

that a student can put the learned information into action by applying it in a real-world 

scenario. Some practical application assessments include, but are not limited to: 

 Practical labs – Students will perform hands-on activities with the equipment based on a 

given set of instructions. 



 

 Projects – There will be a project each marking period. Successful completion of the 

project demonstrates that the students can practically apply most (or all) of the unit’s 

concepts 

 

Students will be evaluated in accordance with general grading policies listed in the student 

handbook. 

 

 Tests – 40% 

 Quizzes – 20% 

 Projects/Labs – 20% 

 Participation – 10% 

 Homework/Notebook – 10% 

 

 

IV. Instructional Strategies Based on Instructional Goals 

 

A combination of various instructional strategies will be used based on students’ 

learning styles and subject content. Such strategies include: 

 

 Collaborating with teammates to complete labs and projects 

 Reading and discussing current trends in the industry 

 Watching instructional videos 

 Performing hands on exercises in a real-world environment 

 Performing lab simulation exercises akin to real-world scenarios 

 Develop strategies to troubleshoot a computer problem 

 Develop critical thinking skills 

 Instructional delivery with PowerPoint presentations 

 Providing supplement notes 

 Review games 

 Collaborative projects 

 

 

 

 

 

 

 



 

 

 

 

 

 

V. Scope and Sequence 

 

SKILLS TO BE LEARNED 

I = Introduce 

D = Develop 

R = Reinforce 

M = Master 

9.1.12.A.1 Apply critical thinking and problem-solving 

strategies during structured learning 

experiences.   

R,M 

9.1.12.A.2 Participate in online strategy and planning 
sessions for course-based, school-based, or 
outside projects. 

R,M 

9.1.12.C.4 Demonstrate leadership and collaborative skills 
when participating in online learning 
communities and structured learning 
experiences.    

D, R 

9.1.12.E.2 Generate digital media campaigns in support of 
or opposing a current political, social, or 
economic issue.      

I, D 

9.1.12.F.1 Explain the impact of current and emerging 
technological advances on the demand for 
increased and new types of accountability and 
productivity in the global workplace. 

R,M 

9.1.12.F.2 Demonstrate a positive work ethic in various 
settings, including the classroom and during 
structured learning experiences.       

R,M 

9.3.12.C.2 Characterize education and skills needed to 
achieve career goals, and take steps to prepare 
for postsecondary options, including making 
course selections, preparing for and taking 
assessments, and participating in extra-curricular 
activities. 

R,M 

9.3.12.C.4 Use online resources to examine licensing, 
certification, and credentialing requirements at 
the local, state, and national levels to maintain 
compliance with industry requirements in areas 

R,M 



 

of career interest.  

9.3.12.C.5 Identify transferable skills in career choices and 
design alternative career plans based on those 
skills. 

R,M 

9.3.12.C.6 Develop job readiness skills by participating in 
structured learning experiences and employment 
seeking opportunities. 

I, D 

9.3.12.C.8 Interpret how changing economic and societal 
needs influence employment trends and future 
education. 

R,M 

9.3.12.C.12 Determine the impact of past and/or recent 
lawsuits and/or court decisions regarding 
employment laws. 

R. M 

9.3.12.C.20 Analyze employment trends by industry sector to 
determine how employment and training 
requirements change over time.    

R,M 

9.3.12.C.23 Determine job entrance criteria (e.g., education 
credentials, math/writing/reading 
comprehension tests, drug tests) used by 
employers in various industry sectors. 

R,M 

9.3.12.C.24 Analyze why employers use different interview 
techniques. 

R,M 

9.4.12.K.4 Select and employ appropriate reading and 
communication strategies to learn and use 
technical concepts and vocabulary in practice. 

R,M 

9.4.12.K.5 Demonstrate use of the concepts, strategies, and 
systems for obtaining and conveying ideas and 
information to enhance communication.          

R,M 

9.4.12.K.8 Use correct grammar, punctuation, and 
terminology to write and edit documents.   

R,M 

9.4.12.K.15 Demonstrate how to develop positive customer 
relations to build and maintain a customer base 
in this cluster. 

I, D 

9.4.12.K.16 Demonstrate how to perform scheduling 
functions to meet customer needs in this cluster. 

I, D 

9.4.12.K.17 Employ critical thinking skills (e.g., analyze, 
synthesize, and evaluate) independently and in 
teams to solve problems and make decisions. 

I, D 

9.4.12.K.20 Conduct technical research to gather information 
necessary for decision-making.   

I, D 

9.4.12.K.21 Use information technology design processes and 
guidelines to produce a quality information 
technology product or service. 

I, D, R, M 



 

9.4.12.K.22 Implement problem-solving processes to evaluate 
and verify the nature of problems in this cluster. 

I, D 

9.4.12.K.25 Operate electronic mail applications to 
communicate.  

I, D, R 

9.4.12.K.26 Operate Internet applications to perform tasks. I, D, R 

9.4.12.K.28 Operate presentation applications to prepare and 
deliver presentations.  

I, D, R 

9.4.12.K.29 Employ spreadsheet applications to organize and 
manipulate data. 

I, D, R 

9.4.12.K.36 Analyze and summarize the use of information 
technology to enhance business effectiveness.    

I, D 

9.4.12.K.39 Demonstrate knowledge of personal and jobsite 
safety rules and regulations to maintain safe and 
healthful working conditions and environments.   

I, D, R, M 

9.4.12.K.41 Identify emergency procedures that are 
necessary to provide aid in workplace accidents.    

I, D, R 

9.4.12.K.42 Identify response techniques to create a disaster 
and/or emergency response plan.     

I, D, R 

9.4.12.K.43 Explain health, safety, and environmental 
management systems in organizations and their 
importance to organizational performance and 
regulatory compliance. 

I, D, R 

9.4.12.K.45 Employ leadership skills to accomplish goals and 
objectives.    

I, D 

9.4.12.K.46  Employ organizational skills to foster positive 
working relationships and accomplish 
organizational goals. 

I, D 

9.4.12.K.47  Employ teamwork skills to achieve collective 
goals and use team members’ talents 
effectively.   

I, D 

9.4.12.K.54 Identify and demonstrate positive work behaviors 
and personal qualities needed to succeed in the 
classroom and/or to be employable. 

I, D 

9.4.12.K.58 Demonstrate skills in evaluating and comparing 
employment opportunities in order to accept 
employment positions that match career goals.  

I, D 

9.4.12.K.60 Identify and explore careers in one or more 
career pathways to build an understanding of the 
opportunities available in the cluster. 

I, D 

9.4.12.K.61 Examine requirements for career advancement to 
plan for continuing education and training. 

I, D 

9.4.12.K.62 Research professional development opportunities 
needed to keep current on relevant trends and 

I, D 



 

information within the cluster. 

9.4.12.K.63 Examine licensing, certification, and credentialing 
requirements at the national, state, and local 
levels to maintain compliance with industry 
requirements. 

I, D 

9.4.12.K.66 Employ information management techniques and 
strategies to assist in decision-making. 

I, D 

9.4.12.K.67 Employ planning and time management skills and 
tools to enhance results and complete work 
tasks.  

I, D 

9.4.12.K.68 Demonstrate knowledge of the hardware 
components associated with information 
systems. 

I, D, R, M 

9.4.12.K.70 Identify and compare new information systems 
trends and technologies to build an 
understanding of their potential influence on 
industry practices 

I, D, R, M 

9.4.12.K.71 Summarize basic data communications 
components and trends to maintain and update 
information technology systems. 

I, D, R, M 

9.4.12.K.72 Demonstrate technical knowledge of the Internet 
to develop and maintain information technology 
systems. 

I, D, R 

9.4.12.K.73 Access and use Internet services to service and 
update information technology systems and to 
complete other information technology tasks. 

I, D, R, M 

9.4.12.K.74 Install and configure software programs to 
maintain and update information technology 
systems. 

I, D, R, M 

9.4.12.K.76 Employ information technology knowledge and 
procedures when configuring or modifying an 
operating system to ensure optimal system 
functioning. 

I, D, R, M 

9.4.12.K.77 Perform standard computer backup procedures 
to protect information. 

I, D, R 

9.4.12.K.78 Recognize and analyze potential information 
technology security threats to develop and 
maintain security measures. 

I, D 

9.4.12.K.79 Maintain computer systems to ensure optimal 
functioning of information technology systems. 

I, D, R, M 

9.4.12.K.(1).1 Identify and analyze an individual’s or a business 
organization’s network system needs and 
requirements to design a network. 

I 



 

9.4.12.K.(1).2 Analyze a network system to determine if it 
meets specifications. 

I 

9.4.12.K.(1).3 Design a network system using industry-specific 
technologies, tools, and standards to 
demonstrate a basic understanding of network 
architecture. 

I 

9.4.12.K.(1).4 Perform network system installation and 
configuration to launch a network system. 

I, D 

9.4.12.K.(1).5 Perform network administration and monitoring 
to maintain a network system. 

I 

9.4.12.K.(1).6 Perform network maintenance and user support 
services to maintain a network system.  

I 

9.4.12.K.80 Provide support and training to maintain proper 
network functioning 

I 

9.4.12.K.(2).1 Perform user support to maintain service. I, D, R 

9.4.12.K.(2).2 Manage software systems to maintain and 
update service. 

I, D, R 

9.4.12.K.(2).3 Use hardware design, operation, and 
maintenance knowledge and skills to provide user 
support. 

I, D, R 

9.4.12.K.(2).4 Demonstrate and apply knowledge of operating 
system design, operation, and maintenance to 
provide informational support and perform 
service tasks 

I, D, R 

9.4.12.K.(2).5 Perform network administration and monitoring 
to maintain a network system.  

I 

9.4.12.K.(2).6 Employ knowledge of information system analysis 
and design to evaluate information systems.   

I, D, R 

9.4.12.K.(2).7 Employ system installation and maintenance skills 
when setting up and maintaining an information 
system to demonstrate application of 
fundamental system knowledge.  

I, D, R 

9.4.12.K.(2).8 Employ system administration and control skills 
to monitor an information system.  

I, D, R 

9.4.12.K.(2).9 Employ technical writing and documentation 
skills to keep records necessary for an 
information system. 

I, D, R 

9.4.12.K.(2).10 Identify and implement quality assurance 
processes to maximize information system 
operation  

I, D, R 

WHST.11-12.1.D.  Establish and maintain a formal style and 

objective tone while attending to the norms 

and conventions of the discipline in which 

I,D 



 

they are writing 

WHST.11-12.1.E, Provide a concluding statement or section that 

follows from or supports the argument 

presented. 

I,D 

WHST.11-12.2.A, Introduce a topic and organize complex ideas, 

concepts, and information so that each new 

element builds on that which precedes it to 

create a unified whole; include formatting 

(e.g., headings), graphics (e.g., figures, 

tables), and multimedia when useful to aiding 

comprehension. 

I,D 

WHST.11-12.2.D, Use precise language, domain-specific 
vocabulary and techniques such as metaphor, 
simile, and analogy to manage the complexity 
of the topic; convey a knowledgeable stance in 
a style that responds to the discipline and 
context as well as to the expertise of likely 
readers. 

I,D 

WHST.11-12.4, Produce clear and coherent writing in which 

the development, organization, and style are 

appropriate to task, purpose, and audience. 

I,D 

WHST.11-12.10 Write routinely over extended time frames 

(time for reflection and revision) and shorter 

time frames (a single sitting or a day or two) 

for a range of discipline-specific tasks, 

purposes, and audiences. 

I,D 

RST.11-12.1.  Cite specific textual evidence to support 
analysis of science and technical texts, 
attending to important distinctions the author 
makes and to any gaps or inconsistencies in the 
account. 

I,D 

RST.11-12.2, Determine the central ideas or conclusions of 

a text; summarize complex concepts, 

processes, or information presented in a text 

by paraphrasing them in simpler but still 

accurate terms. 

I,D 

RST.11-12.3, Follow precisely a complex multistep 

procedure when carrying out experiments, 

taking measurements, or performing technical 

tasks; analyze the specific results based on 

explanations in the text. 

I,D 

RST.11-12.4, Determine the meaning of symbols, key terms, 

and other domain-specific words and phrases 

I,D 



 

as they are used in a specific scientific or 

technical context relevant to grades 11-12 

texts and topics. 
RST.11-12.5, Analyze how the text structures information or 

ideas into categories or hierarchies, 

demonstrating understanding of the 

information or ideas. 

I,D 

RST.11-12.6, Analyze the author's purpose in providing an 

explanation, describing a procedure, or 

discussing an experiment in a text, identifying 

important issues that remain unresolved. 

I,D 

RST.11-12.7. Integrate and evaluate multiple sources of 

information presented in diverse formats and 

media (e.g., quantitative data, video, 

multimedia) in order to address a question or 

solve a problem. 

I,D 

RST.11-12.8, Evaluate the hypotheses, data, analysis, and 

conclusions in a science or technical text, 

verifying the data when possible and 

corroborating or challenging conclusions with 

other sources of information. 

I,D 

RST.11-12.9, Synthesize information from a range of 

sources (e.g., texts, experiments, simulations) 

into a coherent understanding of a process, 

phenomenon, or concept, resolving conflicting 

information when possible. 

I,D 

RST.11-12.10 By the end of grade 12, read and comprehend 

science/technical texts in the grades 11-CCR 

text complexity band independently and 

proficiently. 

I,D 

 

 

 

 

 

 

VI. Computer Repair III Proficiencies Handout 

COURSE DESCRIPTION 

Computer Repair III is a full year study designed as a course to prepare the student Test 

Out’s Security Pro certification— measures your ability to implement and configure security 

on an array of common devices, including a Microsoft Server, Cisco Network Security 



 

Appliance, Cisco Small Business switch, wireless Access Point, workstations (Windows and 

Linux) and an iPad iOS. 

Students of Computer Repair III will study and gain a complete understanding of Access 

Control and Identity Management, Physical Security, Perimeter Defense, Network Defense, 

Host Defense, Application Defense, Data Defense, Audits and Assessments. 

PROFICIENCIES 

Upon successful completion of this course, the student will be able to: 

 

A. Create, modify, and delete user profiles 

B. Harden authentication 

C. Manage Certificates 

D. Promote Information Security Awareness 

E. Evaluate Information Risk 

F. Maintain Hardware and Software Inventory 

G. Harden Data Center Physical Access 

H. Harden mobile devices (Laptop) 

I. Harden the Network Perimeter (using a Cisco Network Security Appliance) 

J. Secure Wireless Devices and Clients 

K. Harden Network Devices (using a Cisco Small Business Switch) 

L. Implement Intrusion Detection/Prevention  

M. Harden Computer Systems Against Attack 

N. Implement Patch Management/System Updates 

O. Perform System Backups and Recovery 

P. Implement Application Defenses 

Q. Implement Patch Management/Software Updates 

R. Protect and maintain the integrity of data files 

S. Protect Data Transmissions across open, public networks 

T. Implement Logging and Auditing 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 


